Security Baseline Toolkits

1. Assign system roles. 

You should assign system roles to each system in your environment so that you can make an “apples to apples” comparison of specific baselines. This comparison can help you identifywhere deficiencies lie in regard to existing patch management policy and where patches can be deployed in a more expeditious manner the next time the same conditions exist. The system roles probably will not change, but exposure and priority may. A role is generally assigned to a system based on its particular function in the enterprise, and its relationship to the systems around it. A simple network diagram will often tell you the number and type of roles that already exist in your environment.

2. Inventory individual systems. 

Inventory and document all of the packages and applications installed on a system or device. You should store these results in a spreadsheet or database for easier correlation and comparison to the same system roles later. From this you can derive your inventory matrix of approved applications. Inventory the systems for current patch levels compared to what is currently available from the vendor. Plenty of patch management tools and vulnerability assessment (VA) scanners are available to help you collect this information; 

3. Evaluate vulnerability/patch applicability. 

Decide whether the patch or vulnerability is applicable to the system at this point in time, and consider the consequences of someone (or something) being able to change the state of the system that would affect applicability. One example of this would be the vulnerability listed in Microsoft Security Bulletin MS02-028,“Heap Overrun in HTR Chunked Encoding Could Enable Web Server Compromise (Q321599).” If you do not have .htr mapped on your Web server, you will not be immediately affected, and you could consider the patch to be “not applicable.” However, if someone were to enable .htr mapping on that particular Web server, the system would be placed in a vulnerable state.

4. Evaluate level of exposure. 

Based on factors such as system placement and available access to untrusted or semitrusted systems and users, you can get a good idea of a system’s exposure level to a given vulnerability for which a patch has been released:

a. Internal. Internally accessible systems generally have a lower risk value in relation to border or external systems due to internal users being granted a certain degree of trust to participate on the network in the first place.

b. External. External systems are border area systems accessible to any extent to anyone outside your network.Web, e-mail and DNS servers and firewalls are all examples of external systems.

c. Bridged. These are systems or devices that can connect to any external resources. If your users have Internet access via browser, instant messaging, FTP, and so on, this is a prime example of bridged access. Remote/virtual private network (VPN) users and proxy servers are other examples. Bridged is typically the highest risk of the three exposure classifications outlined here.

5. Timing.

a. Exploit or virus available that uses vulnerability/required patch. If a virus, or exploit code, has been released to the general public using an existing vulnerability, this will often change patch applicability and affect your baseline.

b. Average time to complete deployment of patch. If the system is going to remain vulnerable for a period outside what is considered acceptable for the exposure level, this will obviously affect your future baseline.You should flag this patch and document it as a follow-up item, as well as add it to the baseline once you can test it properly. An example of this would be a patch that you can apply, but that you cannot enable until you reboot the system at a later date.

6. Risk weight/priority. 
When you have evaluated the preceding factors, you can assign a weight/priority to each patch to add to your baseline. Some organizations prefer to use a numeric rating system (e.g., 1–5), and others prefer to keep with Microsoft’s ratings of “Low,”“Moderate,”“Important,” and “Critical.”
