


Business Continuity Planning Testing Plan
1 Introduction

1.1 PURPOSE

1.2  OBJECTIVES AND SCOPE 

1.3 PARTICIPANTS

	NAME
	ORGANIZATION
	ROLES/RESPONSIBILITY
	PHONE NUMBER

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


2 CP tabletop TEST

2.1 CP TABLETOP TEST CONDUCT

2.2 CP TABLETOP TEST SCENARIO

2.2.1 Scenario (Event) Description

2.2.2 Scenario Test Cards

	CP Scenario Test Card (1)

Time Event Occurred: 

Time Event Reported to CP Coordinator:  

   Event Description:  



	CP Scenario Test Card (2)

Time of Assessment:  

Time of Report:  
Damage Assessment Summary:  



	CP Scenario Test Card (2) Detailed Information

Facility Report:

Security Report: 

Casualty Report:  
IT Services Report:  

Damage Estimate: 


2.2.3 CP Tabletop Test Checklist

	CP Tabletop Test Checklist

	System/Application Tested: <system/application name>
	Test Type:
	Tabletop 
	
	

	Test Date:
	Start Time:
	End Time:

	Facilitator:
	Signature:

	

	TEST SCENARIO: <Describe scenario here>

	

	Test Step
	Step Description
	Expected Result
	Actual Result
	Evaluation Results       (check one)

	
	
	
	
	Satisfactory
	Unsatisfactory

	

	1
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	2
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	3
	
	
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	

	Outcome:
	Satisfactory   FORMCHECKBOX 

	Unsatisfactory   FORMCHECKBOX 
    (check one)

	Comments:

	Facilitator Recommendation:


3 After Action Meeting 

Document the purpose of this test using the language provided below.  The text below is not comprehensive and should be modified to meet specific system/application considerations.





In accordance with FISMA and CMS requirements, all systems/applications reported in the CMS systems inventory are required to have a successfully tested CP as part of the CMS C&A program.  Testing the CP is a critical element of the C&A process.  Testing will identify deficiencies in the CP, in addition to evaluating the ability of designated personnel to implement it.  The tabletop test has been approved to meet the annual CP testing requirement.  





The CP tabletop test brings members of the CP response team together in a conference room setting to simulate their response to a contingency scenario(s).  This is a cost-effective and efficient way to identify gaps, overlaps, and discrepancies in the CP.  A test facilitator keeps participants focused on the pertinent issues and ensures objectives are accomplished.  The facilitator captures the primary discussions and decisions for use in an after action evaluation report.











Begin documenting the objective and scope of the CP tabletop test using the language provided below.  Expand upon this language to meet system/application-specific objectives and scope.  The objective of the tabletop test should be focused on ensuring that the content of the CP is accurate; interdependencies are defined and correct; and the roles and responsibilities of the participants are understood as documented in the CP.  The scope of the CP tabletop test should encompass the testing of the roles and responsibilities of personnel within the CP.  








The CP tabletop test will verify the accuracy and validity of the CP.  The primary objective of the CP tabletop test is to ensure designated personnel are knowledgeable and capable of performing their responsibilities and procedures as outlined in the CP, in a timely manner.  Personnel must complete the specified items on the facilitator’s checklist to satisfy compliance with this standard.














Document here the participants for this CP tabletop test.  The facilitator should identify the appropriate personnel to participate in the CP tabletop test.





Begin documenting the summary of how this test will be conducted using the language provided below.  Expand upon this to meet system/application-specific requirements.





The test will evaluate the ability of select personnel to communicate, coordinate, and carry out the recovery of the System/application operations in the event of a contingency.  To properly test actions under the scenario provided, the facilitator will provide participants with the following information:





CP Scenario Test Card (1) – The CP Scenario Test Card (1) imparts the basic information regarding the test scenario, such as: the Event Description; the Time of Event; and Time Reported to the CP Coordinator.





CP Scenario Test Card (2) – After observing and recording the response to CP Scenario Test Card (1), which notified the participants of an event, participants are provided CP Scenario Test Card (2) that contains a preliminary damage assessment.  This information is all an individual will be provided to decide what action(s) should be employed.  The action(s) taken are what will be recorded on the CP Tabletop Checklist and assessed by the facilitator against the actual CP.  For successful execution of the tabletop exercise, a copy of the CP will be an attachment to this document.  





Document the test scenario using the language provided below.  The text below is not comprehensive and should be modified to meet specific system/application-specific considerations.





The tabletop test will begin with the CP Coordinator or his designated representative being presented with the test scenario by the facilitator.  Once the preliminary Notification Phase (e.g., contacting officials, team members, etc.) initiated with CP Scenario Test Card 1 is completed, the CP Coordinator will be provided with a damage assessment report on CP Scenario Test Card 2 detailing specific damages associated with the event, such as data corruption in all records processed in the previous 24 hours or a hardware failure that will render the application unavailable for 72 hours.  With this information the CP Coordinator will then make a decision on the next course of action to be taken.








Provide the brief description of the contingency event.





Document the basic information regarding each test scenario.  





Document System/Application Tested, Test Type, Date of Test, Start Time, End Time, Name of Facilitator, Test Scenario, Participants, Test Steps and Descriptions, and Expected Results.  Evaluation of the actions taken relevant to the scenario tested shall be made on the CP Tabletop Test Checklist. Use iterative copies of this table for multiple scenarios.  The checklist is designed to evaluate the actions of specific personnel and is created and used by the facilitator.  It is not provided to other participants.





Document the purpose and time for conduction the After Action Meeting using the language provided below.  Expand upon this language to meet system/application-specific requirements.





Following the completion of the test, and a brief break period, all participants will be asked to attend an After Action Meeting to review the results of the test.  The After Action Meeting is held to summarize lessons learned from observed CP implementation effectiveness and deficiencies.










