Information Security Classification Policy

This guide provides a framework for classifying and protecting [COMPANY NAME]’s information resources. It outlines the security objectives in the left column and assesses the potential impact on an [COMPANY NAME] should certain events occur which jeopardise the information and information systems needed by the university to accomplish its mission, protect its assets, fulfill its legal responsibilities, maintain its day-to-day functions, and protect individuals..
The three levels of potential impact on [COMPANY NAME] or individuals should there be a breach of security (i.e., a loss of confidentiality, integrity, or availability) are as follows:
The potential impact is LOW if: 
The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.
The potential impact is MODERATE if: 
The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on [COMPANY NAME]’s operations, assets, or on individuals. 
The potential impact is HIGH if
The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on [COMPANY NAME]’s operations, assets, or on individuals. 

Public information, i.e. information that can be communicated without restrictions, and is intended for general public use, is not included in the framework below as this data will not cause harm to any individual, group, or to [COMPANY NAME] if made public.  Examples include: Standard guidelines and policies; Published University Strategy; Contact details; maps; Course catalogue, public web page, press releases, event details and advertisements.
In terms of classifying data, if for any one of the data element/combination of elements the potential impact in terms of unauthorised disclosure, unauthorised modification,  or loss of data is identified as ‘High’, then the compete data set should be classified as ‘[COMPANY NAME] Highly Restricted’.  
For example, if in a single data stores copied of invoices classified as ‘[COMPANY NAME] Controlled’ occupies the same space as payroll information classified as ‘[COMPANY NAME] Highly Restricted’, then the classification of ‘[COMPANY NAME] Highly Restricted’ applies the data set. 

	                 POTENTIAL IMPACT 

	Security Objective 
	LOW 
	MODERATE 
	HIGH 

	Confidentiality 
Preserving authorised restrictions on information access and disclosure, including means for protecting personal privacy and proprietary information. 

	The unauthorised disclosure of information could be expected to have a limited adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.  
	The unauthorised disclosure of information could be expected to have a serious adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.
	The unauthorised disclosure of information could be expected to have a severe or catastrophic adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.

.

	Integrity 
Guarding against improper 
information modification 
or destruction, and includes ensuring information non-repudiation and authenticity. 
	The unauthorised modification or destruction of information could be expected to have a limited adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.
	The unauthorised modification or destruction of information could be expected to have a serious adverse effect on [COMPANY NAME]’s operations, assets, or on individuals. 
	The unauthorised modification or destruction of information could be expected to have a severe or catastrophic adverse effect on [COMPANY NAME]’s operations, assets, or on individuals. 

	Availability 
Ensuring timely and reliable access to and use of information. 

	The disruption of access to or use of information or an information system could be expected to have a limited adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.
	The disruption of access to or use of information or an information system could be expected to have a serious adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.
	The disruption of access to or use of information or an information system could be expected to have a severe or catastrophic adverse effect on [COMPANY NAME]’s operations, assets, or on individuals.

	Data Classification
	[COMPANY NAME] Controlled
With this classification protection of information is at the discretion of the custodian and there is a low risk of embarrassment or reputational harm to [COMPANY NAME].
Examples: Meeting minutes; unit working & draft documents
	[COMPANY NAME] Restricted
[COMPANY NAME] has a legal, regulatory or contractual obligation to protect the information with this classification. Disclosure or loss of availability or integrity could cause harm to the reputation of [COMPANY NAME], or may have short term financial impact on the university.
Examples: Student or employee records; grades; employee performance reviews; personally identifiable information.
	[COMPANY NAME] Highly Restricted
Protection of information is required by law or regulatory instrument.  The information within this classification is subject to strictly limited distribution within and outside the University.  Disclosure would cause exceptional or long term damage to the reputation of [COMPANY NAME], or risk to those whose information is disclosed, or may have serious or long term negative financial impact on the University. Examples: PPS numbers; Physical or mental health record relating to individuals; Critical research data.
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