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Use of this Report Template

The following is a template of Departmental Response to GSG on SEC/STD/01. 
This report would typically form part of the suite of reports completed by a department in the course of preparation for response to GSG on compliance with SEC/STD/01.

This template must be completed in full.

The text within this report template that is:

· italicised and bold, is intended for complete replacement by the department. This text is suggestive of the format and content required, and in some places suggests examples of the sorts of issues that the department may experience;

· referred to by “THE DEPARTMENT” is also intended for replacement with the department or agency name.
Departmental Response

Departmental Ownership:

· Who ‘owns’ the department’s response to these standards (role / title and name);
· Show also the structure of information security governance for the department:

· highlighting the above ‘owner’ name and position in the hierarchy;

· the committee to which this person reports on progress of implementation

Note:  the ‘owner’ may have an internal process which tracks

· what people, committee, groups etc. have viewed or commented on the standard;

· when they did this;

· what their comments were etc.;

Proposed Compliance  
· What is the department’s ‘official’ view (i.e.What level of compliance will the department adopt?)

· Specific enunciation of what parts of the standard that the dept. will and won’t comply with

· Need to answer all 4 parts of the ISMS

· Anything less than full compliance requires rationale (incl. description of risk mitigation and cost (i.e. has the analysis been done? Note that the dept. may simply choose to not even do the analysis, but that choice must also be explicit and advised to GSG))

Current Status

Information Security Management System Status

The draft ISMS will be sent to the Knowledge Management Committee for approval in insert date,

Risk Assessment Status

A Risk Assessment framework has been developed. A full risk assessment is planned within the next 6-12 months.

Applicable ISO/IEC 27001:2006 Domains

	Domain
	Applicable
	Reason for non-applicability

	Security Policy
	Partial
	The Department  has no customers who have access to The Department  's information or assets.

	Organization of Information security
	Full/Partial
	

	Asset Management
	Full/Partial
	

	Human Resource Security
	Full/Partial
	

	Physical and Environmental Security
	Full/Partial
	

	Communications and Operations Management
	Partial
	The Department  does not engage in Electronic Commerce

	Access control
	Partial
	Clear desk policy not required due to other compensating controls

	Information Systems Acquisition, Development and Maintenance
	Partial
	Cryptography is not currently used in the department

	Information Security Incident Management
	Full/Partial
	

	Business Continuity Management
	Full/Partial
	

	Compliance
	Partial
	Cryptography is not currently used in the department


Alignment with ISO/IEC 27001:2006

An assessment of the current status has been made. All ISO 27001 domains have been assessed and a Statement of Applicability has been prepared.
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Replace the above diagram with THE DEPARTMENT’s equivalent
ISMF Planning Status

Tasks for coming 12 months

The following tasks have been identified for completion in the next 12 months.

ISMF Management Tasks

· Develop an Information Management Security Committee (ISMC)

· Establish coordination of information security

· Classify THE DEPARTMENT’s Information Asset Inventory

· Complete a THE DEPARTMENT wide Information Risk Assessment

ISMF Procedural Tasks

· Develop a Security Policy Framework

· Review and Modify Cenitex SLA

· Develop and Formalise Incident Response Policy & Procedures

· Develop and Formalise Access Control Policy & Procedures

· Communicate Application Development Requirements
MS Project schedule?
Progress Status

Tasks completed in the previous 6 months

As this is the first report, there is nothing to report from the previous 12 months.[image: image2.png]
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